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Pursuant to Rule 16.4(D of the Rules of Practice and Procedure of the California Public

Utilities Commission ("Commission")o the Interstate Renewable Energy Council, Inc., the Solar
Energy Industries Association, Clean Coalition, the California Community Choice Association,
the California Solar

&

Storage Association and Vote Solar (collectively the "Joint Parties")

respond to the Petition for Modification of Decision 10-12-048 and ResolutionE-4414

("Petition") filed in the above captioned proceeding by Pacific Gas and Electric Company

("PG&E"), Southern California Edison Company ("SCE"), and San Diego Gas & Electric
Company ("SDG&E") (collectively the "Joint IOUs") on December 10, 2018.

I.

INTRODUCTION AND SUMMARY OF ARGUMENT
In their Petition the Joint IOUs argue that, in order to protect the distribution and

transmission facilities from potential physical and cyber security attacks, the PV RAM maps
should no longer be publicly available. The issue posed by the Petition, however, is not whether
there is any risk associated with having publicly accessible maps of the distribution system, but
rather whether sharing of those maps by the utilities via a registration-required data access portal
creates significant enough risk to outweigh the well documented benefits of providing this

transparency in order to facilitate the siting of distributed energy resources ("DERs") and to
increase accountability over how the utilities plan for and manage the integration of DERs into

the distribution system. More specifically, the issue for the Commission to determine is whether
the Joint IOUs have demonstrated that there are new or changed facts which warrant reversal

of

the Commission's prior determination that the benefits outweigh the risks and thus the PV RAM
maps should be available to the public without a non-disclosure agreement

(|'NDA").

As demonstrated below, the Joint IOUs have not presented new or changed facts that
demonstrate that public access to the PV RAM maps

will

increase the risk to the physical

security of the IOUs' distribution systems. They also have not shown that, should there actually
be any added risk, that this increased risk is not outweighed by the very important benefits to that

very system that comes from providing public access to the maps. In addition, there is a
significant question about whether making the information confidential would actually have a
significant protective effect; indeed there is reason to believe the overbroad approach might
water down the protections really need for truly sensitive information.r

Finally, the Joint IOUs fail to reconcile their request to maintain the confidentiality of the
PV RAM maps with applicable policy of the Federal Energy Regulatory Commission and have
presented the Commission with a "solution" to the "problem" of public access to the maps -- i.e.,
a

NDA - that is simply not practical.

II.

APPLICABLE BACKGROUND AND IMPACT ON PETITIONERS' REQUEST

A.

The Commission has Previously, and on Multiple Occasions, Rejected the
Joint IOUs' Request to Restrict Access to the PV RAM Maps

In Decision l0-12-048 the Commission directed the IOUs to provide public access to
detailed maps of their respective service territories at the circuit and substation level (now known
as the

PV RAM maps), the purpose of which was to promote the interconnection of renewable

projects at preferred locations and thereby avoid potential distribution and transmission upgrade
costs and delays. The Commission did so over the objections of SCE that such information is

Critical Energy Infrastructure Information ("CEII") pursuant to the Critical Infrastructure Act of
2002,18 U.S.C. $ 388.113, and must be protected.2 Specifically, the Commission determined
that as the Critical Infrastructure Information Act of 2002 addressed the release of information

t

"[W]hen everything is classified, then nothing is classified." New York Times vs. (Jnited States,
403 U.S. 713 at729 (1971) (concurrence of Justice Stewart explaining that if the Executive Branch was
allowed to overclassify information "the system becomes one to be disregarded by the cynical or the
careless, and to be manipulated by those intent on self-protection or self-promotion.").

'

Co-ments of Southern Califomia Edison Company on Proposed Decision Adopting the
Renewable Auction Mechanism, R. 08-08-009 (Sept.27, 2010),p.20.
2

given to a government agency, it had no bearing on the Commission's decision about whether
this information should be provided to potential distributed generation developers.3

In comments on the draft resolution implementing the Commission's directives from D.
10-12-048, SCE, this time in concert with SDG&E, raised the same objection to the public
release of the PV

RAM Maps claiming the maps were protected from public disclosure under the

Critical Infrastructure Information Act of 2002.4 Moreover, SCE and SDG&E argued that,
should the Commission require the release of the maps to the public, such should be done
pursuant to

a

NDA.5 The Commission again rejected the argument that the Critical

Infrastructure Information Act of 2002 was applicable to its determination that the PV RAM
maps should be provided to the

public. It also determined that the execution of a NDA in order

to access the maps was not necessary. Rather a user registration process was sufficient.6
SCE made a further attempt to

limit the public release of the PV RAM Maps through

a

Petition for Modification of D. l0- 12-048 filed on December 16,2011 .7 Therein SCE argued
that the PV RAM Maps constituted critical infrastructure information and therefore the decision

"should be modified to prevent unrestricted public access to confidential transmission and
distribution system information, the dissemination of which presents a serious risk to public
safety and security."8 No action was taken by the Commission on SCE's Petition.

'

*

D. ro-r2-048,p.73.

Co-ments of Southern California Edison Company (U 338-E) on Draft Resolution E-4414
(August 2, 20ll), pp. 3-4; San Diego Gas & Electric Company, Reply Comments on Draft Resolution E 4414 (August 2, 2011), pp. 4-5.

t
u

Id.

Resolution E- 4414,pp.21-22.

5"" Petition of Southern California
'
009 (December 11, 201 1)
8
ld.,p.2

Edison Company to Modify Decision 10-12-048, R.08-08-

J

Thus, with the exception of a two month period between September 2018 and November
2018, when the IOUs, in direct contravention of Commission orders, withdrew access to the PV

RAM maps, the maps have been available for public access, and the Joint Parties believe they
should remain so.

B.

The Commission has Rejected the Joint IOUs Request to Restrict Access to
the ICA and LBNA Maps

In August 2014,the Commission opened Rulernaking l4-08-013 to establish policies,
procedureso and rules for the development of the IOUs statutorily ordered Distribution Resources

Plan ("DRP"), the purpose of which are to identify optimal locations for the deployment

of

distributed r"rou.""r.n Both Decision 17-09-026,whichaddressed Track I Demonstration
Projects

A (Integration Capacity Analysis ("ICA"))

and B (Locational Net Benefits Analysis

("LNBA"), and Decision l8-02-004 which addressed Track 3 Policy Issues, Sub-Track I
(Growth Scenarios), and Sub-Track 3 (Distribution Investment and Deferral Process) issued in
the rulemaking require the IOUs to "create and publish network models of their entire primary

distribution systems for ICA calculations, which will also host LNBA results.''l0 In addition,
Decision l8-02-004 requires the IOUs to file two new reports-a Grid Needs Assessment

("GNA"), which documents the forecasting assumptions, and

a Distribution Deferral

Opportunities Report ("DDOR"), which must document planned investments and candidate
deferral opportunities. Moreover, the IOUs' GNAs and DDORs are to characterize circuits
according to certain data types and attributes,ll with such data being made publicly available in

9

l0

See PU Code Section 7 69(b).
See

D. 18-02-004, p 40.

tt

With respect to the GNA, the information to be made available on the ICA map, included: (1)
substation, circuit, andlor facility ID: identifu the location and system granularity of grid need; (2)
distribution service required: capacity, reactive power, voltage, reliability, resiliency, etc. (3) anticipated
season or date by which distribution upgrade must be installed; (4) existing facility/equipment rating:

4

the online map as a pop-up layer atop the circuit models being developed for the ICA.

In comments leading up to Decisions l7-09-026 and D. l8-02-004, the IOUs did not
express concern regarding the confidentiality of any of this type of information due to physical

or cyber security concerns. Rather their concerns, to the extent they existed, focused solely on

information which they deemed to be market sensitive.l2
Despite the fact that the IOUs' confidentiality concerns had been focused on purported
market sensitive information, the Commission afforded them an opportunity to propose, through
a Tier 2 Advice

Filing, distribution system planning data redaction criteria that would work to

ensure the physical and cyber security of the electric system.l3 In the interim, the Commission

granted a request by the IOUs to delay the publication of the maps from their original online date

of July 7,201814 to December 31, 2018, allowing time forthe confidentiality issues to be
resolved.l5

MW, kVA, or other; and (5) forecasted percentage deficiency above the existing facility/equipment rating
over five year. With respect to the DDOR, the information to be made available on the map with respect
to each planned investment included: (l) project description: (2) substation; (3) circuit; (4) deficiency

(MWkVA, o/o); (5) project type: type of equipment to be installed: (6) project description: additional
identifring information: (7) distribution service required: capacity, reactive power, voltage, reliability,
resiliency, etc.; (8) in-service date; (9) defenable by DERs, YA.,l?; and (10) estimated LNBA range.

t2

See JointOpening Comments of Pacific Gas and Electric Company, San Diego Gas and Electric
Company and Southern California Edison Company on Proposed Decision on Track 3 Policy Issue, SubTrack 1 (Growth Scenarios) and Sub-Track 3 (Distribution Investment and Deferal Process, R. 14-08013 (January 8, 2018), p. 10 (requesting confidential treatment of only estimated costs of the conventional
See also Administrative Law Judge's
projects that are or will be the subject of active solicitations)
Ruling Ordering Pacific Gas and Electric Company Southem Califomia Edison Company, and San Diego
Gas & Electric Company to file Separate Motions for Confidential. treatment and Redaction of
Distribution System Planning Data Ordered by Decisions 17-09-026 and l8-02-004, R. l4-08-013 (June
8,2018), p.3 (setting forth list of potentially market-sensitive information which the IOUs provided at
December 16,2016 workshop in this proceeding).

.

13
t4

D. 18-02-004, ordering Paragraph 2. G.
D. n-09-026 at60 (requiring publication of the maps within 9 months of the date of the

Decision).

r5

Alice Stebbins, Executive Director, letter to Laura Genao, Southern California Edison, August

31,2018.

5

The Commission ultimately determined that the Tier 2 Advice Letters submitted by the

IOUs were inconsistent and deficient both in their identification of allegedly protected classes of
data, as well as in their identification of the data redaction criteria that they proposed to utilize.16

Accordingly, the Commission gave the IOUs a second chance to propose, by way of motion, data
redaction criteria. Again, by way of ruling issued on July, 24,2018 the Comrnission determined
that the IOUs' "failed to provide the necessary granularity and consistency that would allow [a

ruling] that

any of the identified data categories and subcategories should be redacted."lT Given

the IOUs failure to provide any criteria that would be utilized in a determination of whether data
should be redacted, the Commission adopted criteria for identi$ing data that may be eligible to
be classified as critical electrical infrastructure information for redaction purposes, and required
each IOU to demonstratethatevery data set it wished to redact fits within the criteria.l8

On August 24,2018, the Joint IOUs filed a motion in which they challenged the validity

of the Commission adopted criteria. In main the Joint IOUs stated that the criteria adopted in the
July 24,2018 Ruling, which were pulled from the Joint IOUs' proposal in R. 15-09-006, were

not applicable. Namely that those criteria were for the purpose of identifying facilities that
needed further assessment vis-d-vis their physical security and "are not easily adaptable as data

redaction criteria in this proceeding.:rle 1n addition the Joint IOUs stated that until the issue was

t6

Administrative Law Judge's Ruling Ordering Pacific Gas and Electric Company Southem
California Edison Company, and San Diego Gas & Electric Company to file Separate Motions for
Confidential. treatment and Redaction of Distribution System Planning Data Ordered by Decisions 17-09026 and 18-02-004, R. 14-08-013 (June 8,2018) pp. 5-6.

t'?

Administrative Law Judge's Ruling Addressing Pacific Gas and Electric Company Southern

California Edison Company, and San Diego Gas & Electric Company Claims for Confidential Treatment
and Redaction of Distribution System Planning Data Ordered by Decisions 17-09-026 and 18-02-004, R.
14-08-013 (July 24,2018), p. 18.

r8
te

1d.,p.23.

Joint Motion of Pacific Gas and Electric Company and Southern California Edison Company for
Public Workshop and Opportunity for Stakeholder Comments Prior to Implementation of Administrative

6

resolved the "Joint IOUs would publish and make available non-security-sensitive data and
conclusions from their ICAs and LNBAs, and make redacted and unredacted data available to
stakeholders and Distributed Energy Resource (DER) developers who execute Non-Disclosure
Agreements (NDAs) and who demonstrate both a legitimate, specified need and sufficient
controls to.protect the data from disclosure to third parties and the public."20

In a ruling issued, on December 17,2018, the Commission determined that the IOUs
have failed to carry their burden of proving, that the information that they wish to
redact from their soon to made public online maps and/or make subject to a nondisclosure agreement, meets the definition of Critical Electrical Infrastructure
Information that should be protected from public disclosure on confidentiality (i.e.
physical or cybersecurity) grounds.2l
Accordingly the Commission ruled that by December 28,2018, the Joint IOUs "shall
make available online, through their respective Distribution Resources Plan (DRP) portals, the

Integration Capacity Analysis and Locational Net Benefits Analysis maps and underlying data,
as

well

as the

Grid Needs Assessment and Distribution deferral Opportunities Report data

required by D. 17-09-026, Ordering Paragraphs 5 and 6, and D.l8-12-004, Ordering Paragraph
2.e."22 Moreover the Commission ruled that stakeholders and interested parties may have access

to the online maps without having to execute an NDA.23

C.

Import of December

17 Ruling to Petition

In seeking to modifu the directives in Decision 10-12-048 and Resolution E-4144 thatthe

Law Judges July 24,2018 Ruling Adopting Data Redaction Criteria, R. 14-08-003 (August 24,2018),
p.2.

20
2t

Id., p.3.

22
23

December 17 Ruling, p.2.

Administrative Law Judge's Ruling Resolving Confidentiality Claims Raised by Pacific Gas and
Electric Company Southem California Edison Company, and San Diego Gas & Electric Company as to
Distribution System Planning Data Ordered by Decisions 17-09-026 and l8-02-004, R. 14-08-013
(December 17,2018) ("December 17 Ruling"), p.2.

Id.

7

PV RAM maps be made available to the public absent a requirement to execute a NDA, the Joint
IOUs argue that "unrestricted access to this data conflicts with the physical and cyber security
findings in the July 24,2018, ALJ Ruling on Critical Energy Infrastructure Information ("CEII")
data redaction criteria in the Commission's Distributed Resources Plan (DRP) rulemaking" and

that the "findings and rulings on CEII in the DRP proceeding provide the 'roadmap' for bringing
the PV RAM maps and data sets up to the same standards applicable to the DRP maps and data
portals which

will replace the PV RAM maps."

As set forth above, the Commission has determined that the IOUs have not demonstrated
that the information to be published as part of the DRP maps meet the definition of CEII that
should be protected from public disclosure on confidentiality (i.e. physical or cybersecurity)

grounds. Thus, the IOUs have been directed to make that information publicly available.

Applying the findings and ruling on CEII in the DRP proceeding to the PV RAM maps and data
setso as requested

ilI.

by the Joint IOUs, results in the continued public access to those materials.

THE JOINT IOUS HAVE FAILED TO MEET THE BURDEN NECESSARY TO
WARRANT GRANTING THE PETITION

A.

The Joint IOUs Must Demonstrate New or Changed Facts

To justifu modifying a Commission decision , a party must show a significant change in

material facts that undermines the factual premise of the decision.2a In this regard, the
Commission has stated that "only a persuasive indication of significant new facts or a major
change in material circumstances, which would create a strong expectation that we would make a

different decision based on these facts or circumstances, would cause us to reopen [a]
proceeding."2s Specifically, the Commissibn has established that it may only modifr a decision

24

D.17-12-006, p.

z)

Id.,pp. 10-11, citingD.92058,1980 Cal. PUC LEXIS 785,*26.

10.

8

if: (1) new facts are brought to the attention of the Commission, (2) conditions

have undergone a

material change, or (3) the Commission proceeded on a basic misconception of law or fact.26 As
demonstrated below, the Joint IOUs have failed to meet their burden to demonstrate new or
changed facts that would warrant a grant of their Petition.

B.

The Declarations of the Joint IOUs do not Provide Adequate Evidence of a
New and Increased Security Risk that Outweighs the Need to Share
Information in Accordance with the Commission's Orders.

The Joint IOUS have provided Declarations from two utility employees to support their
argument that the publication of the PV RAM maps poses unreasonable security risks. These
declarations provide insufficient evidence to support the Joint IOUs' request for modification

of

the Commission's long-standing decision requiring the publication of the PV RAM maps, as they
do not demonstrate a change in law or facts that warrant a modification to that decision.
The declaration of Bernard Cowens alleges that the information shared on the PV RAM
maps could be used by a "'bad actor' to commit a physical or cyber-attack on

utility facilities."2T

Mr. Cowen's concedes that it is not possible to quantifu the risk associated with sharing the PV

RAM maps. Cowen suggests that "evidence of suspicious and unknown actors accessing the
maps indicates a level of risk that needs to be mitigated, to reduce the risk of even a

'low

probability, high magnitude' cyber or physical attack.'a9 Mr. Cowen, however, provides no
more information on what sort of evidence there is to support this assertionthat "bad actors"
have utilized the maps in the past, nor does he demonstrate that this information could not have
been reasonably ascertained via other means. The Joint Parties do not contest that a"bad actor"

26
27

Id.,p. ll,citingD.97-04-049,1997 CaI.PUCLEXIS 427,*77.

Declaration of Bernard Cowens, Vice President and Chief Security Officer, Pacific Gas and
Electric Company (appended to Petition) ("Cowens Declaration"), p.1.

28

Id.

9

could conceivably use the information to facilitate an attack, but this fact is insufficient to
support the Joint IOUs' request because it does not demonstrate that the information could not be
as easily found via other means. Indeed, since the Joint Parties support requiring registration by

parties seeking to access the PV RAM maps, it is conceivable that this actually enables the

utilities to better track parties that might be seeking information about their system and provides
them an opportunity to investigate those cases.'n
Cowen argues that it is

"difficult if not infeasible to piece together from

sources a digital connectivity map in one

fullmap such

these [other]

as the ones proposed to be made

public."3o The Joint Parties disagree with this assertion. As the Commission found, and directly
illustrated in its December 17,2018 Ruling in the DRP docket, "[d]istribution architecture can be
identified through the use of online search tools."3l Indeed, an entire map of California can be
accessed via Google Earth and other readily available mapping services,

it would not be that

difficult for an entity to be able to trace the path of distribution lines to a substation and to see
what paths other lines take from the substation and so on. In addition, we are aware of other
private entities that are creating very similar maps using various different software tools. For
example, Kevala Analytics has been using software based solutions to develop distribution

2e

For example, in the Declaration of William Sauntry he notes that "identifying potential indicators
as onsite reconnaissance or surveillance" is important to preventing attacks. Requiring
registration to access the RAM maps would facilitate in this effort. Declaration of William Sauntry, Risk
and Compliance Manager within Corporate Security for Sempra Energy (appended to Petition) ("Sauntry

of an attack, such

Declaration"), p.2.

30
3r

Id., p.2,

December 17 Ruling, pp . 13-14 ("Given the relative ease by which this information can be found
in the public domain, IOUs have not provided any proof to substantiate their position that information on
the soon-to-be-posted online maps must be redacted on CEII grounds. By extension, stakeholders and
interested parties should not be required to execute an NDA in order to have access to information that is
already publicly available."

t0

system maps across the United States.32 Kevala has created a "comprehensive database

of

searchable local electrical distribution infrastructure and grid mapping software" that is
accessible to their customers.33 Kevala's work was funded by the Department of Energy's
Sunshot program which expressly funded ingestion and commercial availability of

utility

distribution infrastructure data because it lowers the cost of Distributed Energy Resources.3a
Attachment A contains a sample image of the maps that Kevala has created which are available
to parties who subscribe to their service. Another company, MAPSearch, has created a product
called ENvision that provides customers with maps of substations and the transmission system to
use in their development process."

A

sample of their mapping data is also included in

Attachment A. The California Energy Commission also publishes on its website maps of the
locations of transmission lines, substations, generators, local reliability areas, and other key
elements of Cal ifornia' s electrical

in frastructure.36

Cowens suggests that federal regulators (FERC and the North American Electric

Reliability Corporation ("NERC")) expect the utilities to keep information about their system
confidential. And yet, to our knowledge, the Joint IOUs have not sought CEII designations for

32

See, Eleanor Stribling, Kevala Analytics, SunShot and Beyond: What's Next for Kevala,
available at: https:i/kevalaanalytics.com/2016/09i 16/sunshot-and-beyond-whats-next-for-kevala/ ("Grid
Assessor helps developers reduce the risk and cost of building their projects - and optimize the forecasted
value of the assets - with sophisticated analytics and detailed grid mapping down to the local level across
the United Srates.")

33

https://kevalaanalytics.com/; see also Katherine Tweed, Kevala Builds a National Map of Solar's
Locational Value, Greentech Media, Sept. 20, 2016, available at:
https://www.greentechmedia.com/articles/read/kevala-builds-national-map-of-locational-value-ofsolar#gs.TislShoY (!'The software can help developers make faster, more informed decisions about
whether to pursue a project, or help them develop an understanding ofwhere interconnection costs are
high. The pricing data is incorporated with property lines and other site characteristics, such as zoning
policy or wetland location.").
34
35

See https:llvrww.energy.gov/eere/solar/technology-market-2-incubator- I
,See

36

^See

l-solarmal-4-t2m2

https://www.mapsearch.com/envision/envision-solar,html
https://cecgis-

caenergy.opendata.arcgis.com/datasets?group_ids:3960d4ed4f4d4f6ebbee2a7

11

cea5ad008

this information. As discussed below, the Federal Energy Regulatory Commission has adopted
specific procedures for the designation of CEII, it does not permit the utilities to simply declare
information to be critical and thus make it confidential. The utilities are required to make a
specific and persuasive showing that the information does in fact meet the definition of CEII.37
This Commission's own Physical Security OIR (R. l5-06-009) is also grappling with this
question and to date there has been no decision in that docket that would require that all

locational information be made confi dential.38
The Declaration of William Sauntry discusses various efforts to track when potential

"bad actors" are seeking information to commit attacks. The efforts cited by Sauntry are
laudable and important, but it is difficult to see how those are relevant here. No one is contesting
that the information could conceivably be used, rather the Joint Parties believe that this

information is available via many other means, it has not been shown that continued publishing
the maps increases this risk, and finally it does not demonstrate that if there is any added risk that

it is outweighed but the substantial benefits identified in Section IV below.
Sauntry provides information on the number of incidents that have been reported to the
Department of Energy and also provides some examples of incidents that highlight that

malicious intent exists.3e The examples provided do not support the de-publishing of the PV

37

I8 CFR Parts375 and 388, Regulations Implementing FAST Act Section 61003 -- Critical
Electric Infrastructure Security and Amending Critical Energy Infrastructure Information,l5T F.E.R.C.
61,123 (November 17,2016),2016 FERC LEXIS 2015 * 88-89.

38

In the Petition the Joint IOUs reference the Proposed Decision issued in R.15-06-009 and state
that, if adopted, it would require that information "regarding the utilities' physical-security-sensitive
electric distribution facilities be kept confidential until the utilities' physical security plans are finalized
and the Commission adopts new confidentiality criteria." The Joint Parties disagree that this is a correct
characterization of the Proposed Decision. The Proposed Decision makes no mention of the PV RAM
maps or DRP data access portal and does not appear to intend that the previous decisions of this
Commission in those dockets be overruled.

3e

Sauntry Declaration, pp. 5-8.
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lT

RAM maps. For example, while the attack on the Metcalf transmission substation was
and costly incident, there has been no evidence presented here that the PV

a serious

RAM maps were a

factor in facilitating the attack. Rather, the Metcalf substation, to this day, can be seen very easily
by driving past it or by zooming in on it using Google Maps.a0 What the Metcalf substation
attack demonstrates is that greater on-site physical security and monitoring may need to be in

place at these critical facilities. The same is true of all of the other attacks cited by Sauntry, the
locations of substations, high voltage power lines, etc. all are readily accessible via public
sources today.

In the book "Terrorism and the Electric Power Delivery System," the authors discuss the
physical security considerations for electric power systems.al They note that:
High-value choke points, those facilities which, if destroyed, will significantly
degrade power systems capabilities, are easily located either on the ground or
from system maps. Detailed maps of the U.S. power system were once readily
available in the public domain and on the Internet. Despite attempts to control
access to such mapg they can still be easily obtained. Commercially available
satellite data, as well as direct observation on the ground, can also be used to
readily update and confirm system map information for potential attackers.a2
Thus, rather than focusing on trying to remove all information from the public domain about the
locations of critical facilities, the book goes on to discuss various other methods to actually
increase the security those facilities, such as improved security engineering techniques, the use

uf harclenecl construction, iurproved surveillance equipment and improved planning on how to
repair and restore facilities in case of an attack.o' This expert report supports the Joint Parties

40
4t

Seehfrps:llgoo.gllmapslngcgAnS|iZ62

42
43

Id, p.33 (emphasis added).

National Research Council, Terorism and the Electric Power Delivery System, 2012,
Washington, DC: The National Academies Press. available for free at: htlps:|1doi.org|10.17226112050
(prepared by the Committee on Enhancing the Robustness and Resilience of Future Electrical
Transmission and Distribution in the United States to Terrorist Attack).

Id., pp.34-36.

l3

position that publishing the PV RAM maps is not likely to appreciably hinder the ability of "bad
actors" to access the information and suggests there are better ways, including many being
considered in the Physical Security OIR, to protect the physical security of the grid.
The Declarations provided by the Joint IOUs do not provided sufficient evidence that
demonstrates that registration-required access to the maps

that

if

will

increase the risks significantly, or

such a showing was made, that these risks would outweigh the benefits associated with

publishing the maps in order to facilitate the ability of DERs to be deployed in a manner that
creates a more resilient, low-cost and sustainable grid.

IV.

OVER.CLASSIFICATION OF INFORMATION AS CONFIDENTIAL RUNS
COUNTER TO COMMISSION POLICY AND CREATES UNINTENDED
DETRIMENTAL CONSEQUENCES

A.

Granting the Petition Would Undermine the Commission's Longstanding
Policy of Promoting Transparency

The Commission ordered the creation of the PV RAM maps to provide stakeholders with
greater access to information in order to further the goals of the Renewable Auction Mechanism

("RAM"). A major purpose of the RAM was to promote competition

and decrease the costs

of

achieving RPS objectives by decentralizing decision-making about DERs.oo Itt the RAM
decision, the Commission concluded that it could promote competition by allowing multiple
actors, in addition to the IOUs, to make decisions about how best to site resources on the

distribution grid. For example, the Commission stated that developers, and not exclusively the
IOUs, should be responsible for deciding which locations represented preferred interconnection
points.as These decisions, the Commission determined, "involve[] judgment better left to

44

R.08-08-009, Renewable Portfolio Standard Program, D.10-12-048, Decision Adopting the
Renewable Auction Mechanism, December 76,2010, atpp.2,81 (findings of fact 3, 4, and 5).

4s

D.10-12-048,pp.71-72.

14

stakeholders."a6

To animate this new decentralized competitive market, the RAM decision called for
IOUs to provide stakeholders with greater access to information about the distribution grid. The
Commission stated that such information-particularly data about available capacity to facilitate

interconnecll6naT-"is vital to an effectively functioning competitive market,"48 To provide this
information, the Commission ordered the IOUs to publish grid data in map format.ae The PV

RAM maps were required to contain datathat was "sufficiently detailed to be useful" to
stakeholders.sO With greater access to detailed information, DER developers could make more

effective and efficient decisions. As described above, the Commission already twice expressly
rejected arguments by the utilities seeking to make the RAM maps confidential and instead ruled

in favor ofbroad public access.
The more recent decisions in the Distribution Resources Plan ("DRP") proceeding have
continued the Commission's commitment to transparency as a means of increasing competition,
achieving the Commission's goals and ensuring efficient implementation of California's
numerous clean energy polices. For example, in its decision regarding the ICA, the Commission
concluded, as it had regarding the PV RAM maps, that publishing ICA results in map format

could inform selection of interconnection points and lead to a "streamlined" and "transparent"
interconnection process.sl Release of ICA data is intended to "assist customers and third parties

46

47
48
4e
50
5r

Id.

Id., pp.68,71.
1d.,p.85 (finding of fact42).

Id., pp.7o-72.
Id., pp.70-72,85 (finding of fact 43).

R.14-08-013, Distribution Resources Plans, D.17-09-026, Decision on Track 1 Demonstration
Projects A (Integration Capacity Analysis) and B (Locational Net Benefit Analysis), September 28,2017,

p.27.

l5

design DER systems by providing accurate information about the amount of DER capacity that
can be interconnected at specific locations" without triggering the need for significant upgrades

to distribution infrastructure.s2 Once again, the Commission concluded that greater access to
information could facilitate a healthier and more efficient interconnection process and greater
penetration by DERs.
The Commission's orders in the DRP proceeding have also emphasized the importance

of

transparency as a means of ensuring accountability. For example, the Commission stated that the

public release of Grid Needs Assessment data is intended "to provide transparency into the
assumptions and results of the distribution planning process" that generates the IOUs' defenal

solicitations, grid modemizationinvestments, and hosting capacity upgrades.s3 Increased
transparency into the planning process is intended to allow stakeholders to hold the IOUs
accountable as they identiff cost-effective investments and deferral opportunities.to This

accountability benefits the public as a whole by keeping costs low.
Setting up a system, as the IOUs have requested, that requires PV RAM data to be
accessed subject to an

NDA undermines the Commission's goals. Erecting barriers to

information about the distribution grid would increase costs for developers and customers and
decrease the efficiency of the interconnection process.

Additionally, decreasing transparency

would prevent stakeholders and the public from holding the IOUs accountable. With limited
access

to-and limited ability to communicate about-grid

needs assessment data, stakeholders

would no longer be able to hold the IOUs accountable by determining whether their candidate

52
53

D.n-09-026, p.27.

R.14-08-013, Distribution Resources Plans, D.l8-02-004, Decision on Track 3 Policy Issues,
Sub-Track I (Growh Scenarios) and Track 3 (Distribution Investment and Deferral Process), February 8,

2018,p.33.

54

D.rc-oz-004,p.33.
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deferral projects maximize ratepayer benefits. In short, to achieve the Commission's goals in the

PV RAM and DRP decisions, the Commission should continue to promote greater, not less,
transparency.

Granting the Petition Will Impact the Effective Functioning of the DER
Market

B.

Public access to the PV RAM maps as ordered in D. l0-12-048 has had its intended
effect -- too provide stakeholders with greater access to information in order to promote
competition and decrease the costs of achieving RPS objectives by decentralizing decisionmaking about DERs. Developers' reliance on the maps to effectively participate in the DER
market became abundantly evident when the Joint IOUs, without Commission authorization,
removed public access to the maps in September 2018. At such time, several developers filed
motions with the Commission seeking.continued access to the maps siting the role that the maps
played in providing information integral to the development of DERs.ss The everyday use of the
maps by developers in order to develop and propose facilities in locations where benefits to the
system can be optimized is also evidenced in the declarations by developers appended to this
Response as Attachment B.

s6

Moreover, the use of a NDA as a means to achieve access is simply not practical. As
discussed in the developers' declaration, the

requirements and potentially open ended

NDA proposed by the Joint IOUs creates onerous

liability.

Such an

NDA will effectively

hamper the use

of the information contained on the PV RAM maps to the detriment of the development of the

DER market.

55

See,

e.g.,Motion of Terra Gen Seeking Access to Critical Energy Infrastructure Information, R.

14-08-013 (Sept. 17, 2018)

s6

Afiachment B includes declarations from Freeman Hall of Solar Electric Solutions, LLC, Rachel
Bird of Borrego Solar Systems, Inc.; Annie Cwiklinski of Tesla,Inc., and Jeff Lounsberry of CalCom
Energy.
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C.

Granting the Petition May Have Detrimental Unintended Consequences

The Brennan Center for Justice has documented the manner in which overclassification

of government records can actually impair the ability of the government to protect from risks.sT
This work is directly analogous and informative to the question of the designation of confidential
information posed here. The Center identifies three key risks: "Overclassification causes three
principal harms. First, it creates threats to national security by preventing government officials
from sharing information with each other and by fostering leaks. Second, if keeps voters and (at
times) Congress uninformed about government conduct, thus impairing democratic decision
making and increasing the likelihood of unwise or even illegal government action. Finally,
classification is expensive-and overclassification wastes taxpayer money."58 These principles
can be applied in this context as well.

First, by creating overbroad categories of information to be subject to a NDA the ability
of the Commission, stakeholders, utilities, researchers and others to share, use and discuss
information is impaired. This prevents entities from having open and constructive dialog about
how to build a more resilient grid and also impairs discussions about appropriate accountability
and regulation of monopoly

utilities. The ability to share information and converse about it

is

what leads to innovative solutions and collaboration. Over protecting distribution system data

will prevent third parties from being

able to practically share information that helps to identi$,

vulnerabilities, design distribution network solutions and to identify areas of potential cost
savings. This directly undermines the transparency goals of the Commission as outlined above.

s7

Elizabeth Goitein and David M. Shapiro, Reducing Overclassifcation Through Accountability,
Brennan Center for Justice at New York University School of Law, 2011, available at:
http://www.brennancenter.org/publication/reducing-overclassification-through-accountabilit-v
(Hereinafter "Reducing Overclassifi cation")

58

Reducing Overclassification,

p.

7.

l8

The approach recommended by the Joint IOUs

-

that burdening the sharing of vast

amounts of non-sensitive data on the basis that it helps them better protect the actually sensitive

information

-

may backfire as

well. As the Brennan Center outlines,

since a substantial number

of people will need access to the information, a NDA that covers all locational information

without distinguishing between what is truly sensitive and what is not, may increase the
likelihood that there will be more intentional and unintentional leaks of the truly sensitive and
otherwise non-discoverable data.se For example, since users of the information may know that
they can identifu the location of a facility and how it connects to others on Google Maps, through
a site

visit, or through the use of other third party mapping services, they will believe that they

can discuss that information with others since it is already publicly available information could

not be protected by the

NDA. However, through this process

there is a substantial likelihood that

more sensitive information could be shared on accident. It also seems that parties might be less

likely to keep information confidential if they believe the information has been over designated6o
or to feel less inclined to manage the information appropriately

if it significantly

hamstrings their

ability to operate. In this case there are many individuals that could want or need access to the
maps, including many people at the Commission and other state agencies, numerous employees
at DER developers, and customers.6l

The second risk is also analogous here. The intent of the Commission in the DRP

5e

"Overclassification erodes government employees' respect for the classification system and
increases the number of people who require access to classified information in order to do their jobs-two
developments that greatly increase the risk of leaks." Id., p.7.

60

"Unnecessary secrecy also threatens national security by undermining respect for the
classification system and thereby promoting leaking by government officials. Although leaks of
improperly classified information generally pose little threat to national security, lack of respect for the
classification system increases the risk of innocuous and dangerous leaks alike." Id., p. 8.

6r

Id., p.9.

t9

proceedingu' is to make information about the distribution system more readily available to
better facilitate decision making and accountability by the Commission and the public. In order

to understand whether utilities are managing their distribution system in an efficient manner that
benefits ratepayers and also achieves the policy goals established by the state of California, there
has been a recognized need to enhance transparency about distribution system planning to
faci litate greater accountabi

Finally,

as

lity.

to the third risk, the Joint Parties strongly believe that over designation of

information in this context is likely to increase the costs of DER deployment and impair the

ability to use DERs to lower overall system costs and increase reliability and resiliency. It also
results in less public scrutiny and accountability of utility decision making. The legal and

administrative costs alone for the Commission, utilities and the many parties that will need
access to the DRP data portal would be substantial.

V.

THE PETITION IS NOT CONSISTENT WITH FERC POLICY
While making reference to the Federal Energy Regulatory Commission's ("FERC")

regulations regarding the confidentiality of CEII as support for the requested redaction of the PV

RAM maps, the Joint IOUs stop short of stating that the maps constitute CEII. This is not
surprising as only the FERC can make that determination and applicable precedent indicates that
should the FERC engage in such an analysis, then, based on the information provided by the

IOUs to date, including the declarations appended to the Petition, the PV RAM maps would not
constitute CEII.
The FERC has been very clear in its decisions that the federal CEII rules do not, and are

not, intended to address information that the possessing entity has unilaterally determined to be

62

,See

Section IV. A.

20

CEII and never submitted to the FERC.63 In other words, for information to be considered to be
CEII, it must receive such designation from the FERC.64 To this end, the FERC has emphasized
that l8 CFR $ 388.113(dX1)(i) requires that submitters provide justifications for CEII treatment
and has explained that "[t]he way to properly

justify CEII treatment is by describing the

information for which CEII treatment is requested 'and explaining the legal justification for such
treatment."ut As far as the Joint Parties are aware, the Joint IOUs have never requested nor
received a designation of CEII from the FERC.

Moreover, FERC precedent indicates that such a designation would not be forthcoming.

CEII is defined as "specific engineering, vulnerability, or detailed design information about
proposed or existing critical infrastructure that:

(i) Relates details about the production, generation, transportation, transmission, or
distribution of energy;

(ii) Could be useful to a person in planning an attack on critical infrastructure;

(iii) Is exempt from mandatory disclosure

under the Freedom of Information Act; and

(iv) Does not simply give the general location of the critical infrastructLffe."66
When first issuing its rules establishing a procedure for designating CEII, the FERC

specifically considered commenters' arguments and suggestions with respect to protecting

63

18 CFR Parts 375 and 388, Regulations Implementing FAST Act Section 61003 -- Critical
Electric Infrastructure Security and Amending Critical Energy Infrastructure Information,l5T F.E.R.C.
61,123 (November 17, 2016).

64

1l

The Commission has echoed this sentiment stating that "D.10- 12-048 concluded that the CII Act
utility to self-identiff information as CEII; the CEII designation is only relevant when a
federal agency is involved with sharing information for the purpose of security planning." See Assigned
Commissioner's and Assigned Administrative Law Judge's Ruling, A. 15-09-013 (May 23, 2018)
(rejecting SDG&E argument that the general location of the project and alternatives in GIS
format were CEII).
does not allow a

6s

FERC Guidelines for Filing Critical energy Infrastructure Information,
https://www.ferc.gov/resources/guides/filing-guide/file-ceii/ceii-guidelines/guidelines.pdf

66

18 C.F.R. Section 388.1 13(c)(2) (emphasis added).

2l

information that may otherwise be available to the public, including location information. In this
regard the FERC stated:

[T]he [FERC] believes that there are publicly available sources that would enable
a terrorist to locate most energy infrastructure. Without further guidance from the
Congress or the Administration, the Commission is reluctant to withholdfrom
public access location information that is otherwise available.6T
The FERC further determined that any individual seeking to designate location information

as

CEII would have to justifu the request and explain why the information is not already publicly
known.68 Finally, when assessing whether specific location information is CEII, the FERC has
taken into consideration the public's need to have ready access to the information in order to

effectively participate in FERC proceedings.6e
In this instance, the Joint IOUs have not provided any basis for retracting any specific

locational data from the PV RAM maps, but argue that the PV RAM maps, as a whole, provide
more than location information because they lay out the electrical connectivity configuration.

of

the electric distribution system that cannot be pieced together from already available sources.to

While the Joint Parties do not dispute that it may be more difficult to create a map of an IOU's
distribution system from other available sources, the Joint IOUs' statement does not rise to the
level ofjustification necessary for treating already public information, confidential. As
discussed in Section

III. 8., there are other sources that have already created similar maps.

Indeed, PG&E appears to concede that it is not public access to locational information that

67

l8 CFR Parts 375 and 388, Critical Energy Infrastructure Information,l02 FERC \61,190,n29
(February 21, 2003) (emphasis added).

68

Regulations Implementing FAST Act Section 61003-Critical Electric Infrastructure Security
Amending
Critical Energy Infrastructure Information, 8l Fed. Pleg.93732,93735 (Dec. 21,2016).
and

6e

18 CFR Parts 375 and 388, Critical Energy Infrastructure Information,l02 FERC fl 61, 190
(February 21,2003).

70

Petition, p. I 1.
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,.]T30

creates a heightened risk, but rather access to certain detailed information about a limited number

of its assets. As stated in the declaration of Bernard Cowens, "while there may be some 'basico
information available regarding electric distribution and transmission assets, there is not
technical information which identifies our most critical assets for their function and value in
maintaining the reliability of the grid."

tt PG&E has not made a showing of "specific

engineering, vulnerability, or detailed design information" with respect to those "critical assets"
that would warant a designation of CEII.

Finally, in weighing the public interest, as discussed above, there has been a clearly
demonstrated need for public access to the PV RAM maps. Those maps are utilized by DER
developers on a daily basis in order to advance the interconnection of distributed generation
projects and thereby help achieve the Commission's renewable energy and climate goals. In
contrast, the Joint IOUs have not shown that having the PV RAM map in the public domain over
the past five years has resulted in public harm.

VL

THE USE OF NON-DISCLOSURE AGREEMENTS TO ACCESS THE
TNFORMATION, AS PROPOSED BY THE JOINT rOUS, rS NOT PRACTTCAL
AND WOULD HINDER THE USE OF THE MAPS AND DRP DATA AND RAISE
SIGNIFICANT LEGAL CONCERNS
When the Commission first ordered the utilities to publish the PV RAM maps,

it

explicitly rejected the utilities' proposal that users of the maps be required to sign a NDA.72 The
Joint IOUs have not provided new or changed facts that wamants the Commission altering that

conclusion. Indeed, because there is now a greater need and potential uses for the information to
facilitate the goals of the Commission in the DRP and other proceedings, it has become even
more imperative that access to the information not be impractically hindered by an NDA.

7l
72

Cowens Declaration, p.2.

Resolution E-4414, August 18, 2011, pp. 21 -22
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At first blush it may seem reasonable

to

just assume that parties can sign an NDA like

they do for various other types of utility data and for other commercial purposes. However, upon
consideration of both the large number of people that

will

need to access the information, the

vast amount of information the utilities seek to protect, and the amount of it that is otherwise

publicly available, the practicality of an NDA of this scope becomes highly questionable.
In this docket (as well as in the DRP docket), the Joint IOUs are proposing that all
distribution system locational data, and thereby all underlying information related to those
locations, be subject to an

NDA. However, as outlined in Section III. B., a vast

amount of that

information is available to the public via various sources. Since a NDA cannot protect the ability

of a party to share and discuss information it has access to via other legal sources, this creates the
risk of substantial confusion over potential liability under the NDA. For example, parties
considering signing the NDA will be concerned that they could be subject to liability if they
discuss information that they know to be available from other sources. The utilities could use the

threat of a legal challenge to impair the ability of consumers to discuss information that they
have access to via other means. In addition, as discussed in Section IV. C,

if a NDA covers

a

significant amount of information that parties know or believe to be publicly available, it waters
down the likelihood that parties

will

adequately protect the information that is indeed not

publicly available and/or truly security sensitive.
In order for DER providers to be able to develop projects for customers they need to be
able to communicate with their customers about the information underlying their proposals.

They also may need to share information with contractors, other service providers and
collaborators, and with the Commission or local governments in order to appropriately design
systems and get the necessary approvals. Designating all information in the PV RAM maps as

24

confidential and subject to an NDA is likely to vastly impair the ability of parties to utilize the
information in ways that achieve the Commission's goals. Protecting just specific pieces of
information about specific locations that have been deemed to be CEII is a much more practical
approach that would enable parties to only have to sign a NDA when they need access to

information that is both less likely to be publicly available and is more naffowly defined such
that a smaller number of parties

will ultimately

need access to

it.

The Joint IOUs have made no

such showing about what information is truly confidential here or in the DRP docket and thus the

Commission should deny the Petition.
The Model NDA included as Affachment B to the Petition for Modification raises
numerous questions, including:

r

Section

l.A: This introduction to the scope of the NDA

indicates that it provides access to

"confidential information" but it is not specific with respect to what information is actually
being designated as confidential.

o

Section

l.B: This section

says that the

NDA does not apply to employees of the Commission,

but it is not clear if this means that parties signing the NDA are thus able to freely
communicate with the Commission about the information. It also is not clear to how the

Commission will be able to discuss distribution system locations and underlying data in
Rulings, Decisions, Staff Reports and other materials that relate to data coming out of the
DRP and other dockets.

o

Section 3: This section provides that Confidential Information shall not be disclosed to any
person except a specific list of employees and administrative personnel. Not included on this

25

list are contractors, DER customers, Commission stafI, other public agency staff such
and Counties who may be reviewing projects for permitting purposes
a

,

as

City

etc.73

Section 3: This section identifies particular "Security Measures" that the Recipient shall take
when handling the unspecified Confidential Information. The "level and degree" of the
Security Measures is to be determined by the utility and includes, but is not limited to,
numerous practices that are not commonly in place for smaller developers and customersTa
that may want or need access to the PV RAM maps. This concern is compounded by the fact
that it

will be difficult to separate out what information

can be shared freely and what

information is "confidential." Since much of the information the Joint IOUs propose to
shield from public view

will

be needed for the basic day-to-day operations of DER providers,

the practicality of encrypting every communication is particularly troubling. The Joint
Parties are also concerned that these measures may create competitive advantages for larger
companies and disadvantage the many small DER business and individual customers also
needing access to this information. Again, requiring appropriate security measures for truly
sensitive information is appropriate, but requiring these measures for all distribution data is

overly burdensome and impractical.
a

Section 6: This section provides that the Recipient shall either return or destroy Confidential

Information after a defined period of time or at any time at the request of the utility. It is not
clear how information can be destroyed or returned

if it has been used to make business

73

See the Declaration of Freeman Hall in Attachment B for further discussion of the need to
community with permitting authorities.

74

See Declarations of Freeman Hall and Jeff Lounsberry in Attachment B for further discussion

the difficulties associated with the NDA's "Security Measures".
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of

decisions regarding interconnection applications, bids and submittals to the Commission
and/or other public agencies.75

VII.

CONCLUSION
The Commission may modifu a decision

if: (l) new facts are brought to the attention of

the Commission, (2) conditions have undergone a material change, or (3) the Commission
proceeded on a basic misconception of law or

fact. As has been demonstrated herein, the Joint

IOUs have failed to meet their burden to demonstrate new or changed facts that would warrant
granting their request to remove public access to the PV RAM maps, subjecting such access to
burdensome and impractical requirements.
The Commission has clearly concluded that greater access to information, such as that
contained on the PV RAM maps,

will facilitate a healthier and more efficient

interconnection

process and greater penetration by DERs. The Joint IOUs attempt to create a roadblock to such
access, in the absence

of a clear showing that such access creates a significant enough risk to

outweigh the well documented benefits of providing this transparency in order to facilitate the

siting of DERs, should be discounted in its entirety by the Commission.
The Joint IOUs request that the Commission modiff D.10-12-048 and Resolution E-4411
must be denied.

75

See also the declarations

of Freeman Hall and Annie Cwiklinski included in Attachment B.

27

Respectfully submiued this 9th day of January,2019 at San Francisco, Califomia

GOODIN, MACBRIDE,
SQUERI &DAY, LLP76
Jeanne B. Armstrong
505 Sansome Street, Suite 900
San Francisco, CA 94111
Telephone : (41 5) 392-7 900
E-Mail: iarmstrong@goodinmacbride.corn

By

/s/ Jeanne B.
Jeanne B. Armstrong

Attorneys for the Solar Energy Industries
Association

3326/027 /X204690.v1

76

In accord with Rule 1.8 of the Commission's Rules of Practice and Procedure, counsel for the

Solar Energy Industries Association has been authorized to sign this pleading on behalf of the Interstate
Renewable Energy Council, Inc., Clean Coalition, the California Community Choice Association, the
Califomia Solar & Storage Association and Vote Solar.

28

ATTACHMENT A

v

Fegdet

Fill,BrE

l,r*ffi
Oalrlls

li:il

-

VoF{.(tYt

:.'fi

ffilht

Hdrilll|

:a|!0ry
'

lx

+x
F 50
TyF Alhthgc|ftd
Volt

St-atls Adtoa

&ridor g8le

tund

Pnm!ry

tr
Vollrfa

fx
Cotud.
Op!6to/

OfGtor
trUilOP€RS

ra*6-dc

ghta. oFf..

Co*
hhdstd6
c**
Cocbr

+x

snTE_HS€

a'id

{e* &$e

lcttra
E

tuM

Pxlfic

6s

C6D&y

ffid

E

*.tG
kid6

4fr.
.sELltu
PcadEa@dh

tunr

OFEtor Coryq

Corto[llon

sln9lc

FredbEck

VoEgc S
Ah6*iigdl.td

drk

Couilty

tunh

Sf.te

Crfifomb

Co,st.

25O

115

IERTVOLT ItO
St.t6
AdfE
Ownls

Slrd.OiE
O{Fo.i €.L D?

23O

rc .nd

of

Offi

otflfr
cotllm

CddcoshH
tutr<thg Ylrd

St.t6

*

iGraoc id fa

I,EIsED

Nahr
lYp.

Ownd

ldia
otrdilr

itHor€Rg

a

gendrry voltlg!

09

stu

oFe(

County CoffiC*
St.t!
&litoldr

Voltlga

hrury hlb{.

s of

orotor fteurny

Pnmrry

hM
91ffi.r

o'n6

llne

PG.rd€ftretu

Nare

*r@
TF

PG

Sln{b opGntot

LEASED

f*$]ty It d h.sd

Pl.nt

COUilNY

CodE Corlt
Uil6d St t6

tun.r

STA'E-NAME

Crlrohlr

coui|lY

ild E @FoEth

Slneh owmr

P..ltk G.r lrd Elffi

CmFy
Flmlc

IlUHOPERS

Op.tor

LEASED

cour,fiY

6*r

Codt

couxRY

Unltcd

g*E

STATE-IiA'4E

ftBlffi

+x
N.mr OrllGy Sobr Prolc<t
Crty of

drlq

op.iltd

Cltt

Od.Lt

YgNSTALL

2013

C.rcity
. of Unib

1,5

Statw

ffi

Primcf!al

so.Lt

oa

1

O

soLt
Canty

coffim

COUIITRY

ur*tcd 5t

Shtr

Cdatofrh

All sob&adffis

TcMisim

t6

gl

All

Lin6: All

Ptr r Pl.6

ATTACHMENT B

DECLARATION OF ANNIE CWIKLINSKI OF TESLA,INC.
Introduction
My name is Annie Cwiklinski. I am employed by Tesla, Inc. as the Commercial Utility Relations
Lead for deployment of behind-the-meter commercial solar and storage projects.
This declaration is being made in support of a streamlined process for solar developers like Tesla
to gain access to utility distribution systems mapping data that allows developers to quickly and
easily identifz locations to interconnect PV affays without upgrades via the Integration Capacity
Analysis.

Summarv
This issue has been raised in Rulemaking 08-08-009, Order Instituting Rulemaking to Continue
Implementation and Administration of Califurnia Renewables Portfulio Standard Program
(August 21, 2008). The Joint IOUs generally oppose granting third-party access to certain mapping
information. Specifically, the Joint IOUs have argued that the dissemination of this data to the
public presents a risk to public safety.

Accordingly,the Joint IOUs have proposed that in order to protect the electric distribution and
transmission facilities from potential physical security and cybersecurity attacks, D.10-12-048 and
Resolution E-4414 should be modified to authorize the Joint IOUs to require that access to their
Photo Voltaic Renewable Auction Mechanism Maps ("PV RAM Maps") be limited to entities and
individuals that: (l) demonstrate a "need to know" the data contained on the maps (2) prove they
can adequately protect the data using proposed standards approved by the Commission, and (3)
execute and abide by an appropriate Non-Disclosure Agreement ("NDA").

While competence and care should be taken with utility distribution system information, the
requirements that the Joint IOUs propose are onerous, excessive, and have been explicitly
dismissed by the Commission previously. Indeed, the Joint IOUs' proposed NDA requirements
are in direct conflict with the Commission's decision in Rulemaking 08-08-009, which requires
making these maps publicly available, and the Joint IOUs do not make a compelling argument for
modification of that decision.
General obiections to the Joint IOUs' proposed NDA
The proposed NDA requirements would be overly onerous and burdensome to Tesla's and other
developers' business operations.

First, the requirements of the proposed NDA limit developers' ability to share pertinent project
related information/assumptions along with the concrete data points with third parties providing
support for their projects and to having open and constructive conversations with their clients..
This sort of limitation is not feasible for effective project planning and the necessary collaboration
with the various stakeholders it involves.
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Second, it would be burdensome if the execution of a NDA is required for each separate
information request, which is not completely clear in the documentation. Nor is it clear what data
points would be considered confidential and require a NDA, and which data points would not be
protected under a NDA .

Third, the subject matter of the NDA is overbroad, apparently covering the "physical location,
attributes and configuration of the Joint IOUs' electric distribution substations, circuits and
feeders, as well as those of related transmission facilities" as referenced in the Joint IOUs' PFM
(p. 10). There are numerous third parties that have gathered data and built their own maps lhat are
publicly available or clientele-based availability as a paid service. Those data points should not
require an NDA to be made available to stakeholders.
Forth, all previous versions of the PV RAM maps accessed by Tesla have required a passwordprotected log in and agreement to terms and conditions for service when utilizing them. The Joint

IOUs have not explained why this is not sufficient enough of a control instead of a highlyrestrictive NDA. For SDG&E in particular, the utility has a process involving submittal of a form
requesting access and therefor controlling who has access to the maps. The utilities have not
demonstrated why this practice is insufficient to ensure security.
issues

with Joint IOUso- Recommended

Below are some identified concerns with specific provisions of the NDA regarding security
measures that the recipient of the confidential information would be required to undertake.

3.s. written policies regarding information security, disaster recovery, third-party
assurance auditing, and penetration testing;

This requirement would create an undue cost and resource burden. Specifically, compliance with
the provision would necessitate the ongoing engagement of several of Tesla's internal teams,
including software development, security and legal to ensure that policies are implemented and
kept up to date.
3.b. password protected workstations at Recipient's premises, any premises where work or
services are being performed, and any premises of any person who has occess to such
C onfi den t i a I Info r mat i o n ;

While Tesla can comply with the requirement, it may prove difficult for many others to do so,
especially smaller third parties companies and customers that may also need access to this
information.
3. c. encryption of the Confidential Information at rest and in motion,

This is requirement is excessive and imposes an unnecessary burden on the company's IT
resources. At present Tesla does not encrypt all project designs. This requirement would
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necessitate the encryption of all designs which include "Confidential Information". Based on the
Joint IOUs' description of such information that would mean every project design would need to
be encrypted. Compliance with such a requirement would result in hundreds of hours of additional
work hours per year.

3.d. measures to safeguard against the unauthorized access, destruction, use, alteration or
disclosure of any such Confidential Information including, but not limited to, restriction of
physical occess to such data and information, implementation of logical access controls,
sanitization or destruction of media, including hard drives, and establishment of an

information security program that

at all times is in

compliance with any security

requirements as agreed to between Recipient and Disclosing Party.

More specificity is needed to understand what is sought here. As currently described, however,
it appears to require that the recipient of the information have in place comprehensive systems to
safeguard against any means of potential access to the information by an outside third party. Such
a requirement would necessitate substantial input from Tesla's information security and software
teams, requiring hundreds of hours of man power ayear to protect information which, in large part
is already in the public domain, as I discussed above.
In addition to the provisions of the NDA regarding required security measures, I also have concerns
regarding the following provisions:
4.

Liabilityfor Unauthorized Disclosure

by Recipient.

This provision generally creates liability for unauthorized disclosure or use. But fails to state what
that liability is for. For example, it could ostensibly include an attack on a substation or incurring
costs for determining who received unauthorized access to data and then seeking prosecution of
that. Should the NDA stand, liability cannot be assumed and left open ended. It must be concrete
and narrow.
6. Return or Destruction of Confidential Information.

This provision requires return or destruction of confidential information. This could prove to be
impractical for developers who would struggle to scrub digital data for every contemplated project
of all information about the location of a substation.

I declare under penalty of perjury under the laws of the State of California that the
foregoing is true and correct

/s/ Annie Cwiklinski

Tesla,Inc

33261027 /X204772.v1

t/8/t9
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DECLARATION OF RACHEL BIRD ON BEHALF OF BORREGO SOLAR SYSTEMS, INC.
My name is Rachel Bird. I am employed by Borrego Solar Systems, lnc. ("Borrego Sola/') as
Director of Policy and Business Development, West.
Borrego Solar develops, engineers, constructs, and maintains commercial-scale solar and
energy storage systems. Borrego Solar has deployed over 500 MW of solar, roughly a third of
which is sited in California.

The Borrego Solar development team utilizes the PV RAM maps frequently to assess available
hosting capacity. For commercial customers considering onsite solar and storage, the PV RAM
maps provide important information at the early stages of project development related to the
likelihood and scale of utility upgrades. The alternative - filing a pre-application with the utility adds time and expense to an initial project screen.
ln the wholesale distributed generation market, the PV RAM maps are critical to site
identification. The hosting capacity information ensures that development is targeted to optimal
grid locations. ldentifying sites without the PV RAM maps would require submitting dozens of
pre-applications across multiple locations to acquire information on various substations and
circuits. This adds time and expense, as well as uncertainty.

Requiring a non-disclosure agreement ('NDA") to access the PV RAM maps would hamstring
the devetopment process. ln order to utilize the information on the PV RAM maps, the NDA
proposed by the Joint lOUs would require multiple people within Borrego Solar to sign the
agreement. ln addition, Borego Solar's customers would likewise need to sign the NDA in order
for Borrego Solar to be able to communicate the information contained within PV RAM maps
applicable to the customer's proiect. For commercial solar and storage projects, there is often
no single customer, Procurement decisions are often made by multiple internal stakeholders
{each of whom would need to sign the NDA) as well as specialized consultants (each of whom
would also need to sign the NDA). Some of these stakeholders may not be authorized to sign
NDAs on behalf of their organizations.

This bureaucracy would significantly slow down efforts lo develop commercial-scale solar and
storage projects in California and would impair developers' ability to target projects to where
they are most valuable.
I declare under penalty of perjury under the laws of the State of California that the

foregoing is true and correct.

Rachel Bird
Dated: January 9, 2019

Declaration on Access to PV RAM Maps bv CalCom Energv

CalCom Energy is a solar integrator that works closely with agricultural customers throughout the State
of California working on customer education, site evaluation, utility cost savings analysis, system design,
construction and long term maintenance of Net Energy Metering solar arrays.
The PV RAM maps play a critical role in ensuring that solar integrators like CalCom Energy provide our
customers with the most accurate and complete options for their solar PV project. CalCom utilizes the
PV RAM maps to identify all of the customer options for Point of lnterconnection, including the localized
site and feeder level data that can make a significant difference in project outcomes. CalCom utilizes the
PV RAM map to locate the customer array accurately in relation to local utility distribution service. ln
summary, these maps are a criticaltool to the successful development of NEM projects for customers in
California.

We understand and agree with the desire for data security from the utility perspective. However,
Section 3 of the utility proposed NDA agreement would require the security measures of a military
contractor rather than a solar integrator. We are willing to partner with the IOU's and the Commission
to identify a reasonable and achievable set of rules on map data security . . . but Section 3 would not be
achievable as drafted. We ask that the Commission consider the realistic capabilities of a small business
to achieve certain levels of data securityfrom both a technologicaland financialstandpoint.
Thank You,

Jeff Lounsberry

Wa*rg{
$

cdcmhergr

am the lnterconnection and Utility Relations Manager with CalCom Energy handling Commission
proceedings, managingthe interconnection process for all projects and directing utility communications.
I

Declaration of Freeman S. Hall, President, Solar Electric Solutions, LLC

My name is Freeman S. Hall. I founded Solar Electric Solutions,LLC ("SES") in 2008, and
serve as its President. SES has developed over 100 MW of solar energy projects, sized from 2 to
20 MW, most of which are located in the service territory of Southern California Edison. My
company has relied upon access to the utilities' PV-RAM maps to determine optimal sites for
new solar projects, and has already begun to take advantage ofthe added functionality ofthe
Integration Capacity Analysis ("ICA") layer to their maps, made available at the end of 2018.
My focus in this declaration is on the burden of the Non-Disclosure Agreement ("NDA") for
access to utility maps, which was proposed by the utilities in their Petition for Modification
("PFM") of D.l0-12-048. Hopefully, it goes without saying that access to the utilities' maps is
critical for solar developers; we would not be able to intelligently select project sites without that
access. Further, while I fully support the arguments for making utility maps accessible without
an NDA, I am not making those arguments here because those arguments have been made, quite
persuasively, in the comments on the PFM to which this declaration is attached. I understand
that the utilities are proposing that SES and other developers would be able to access utility maps
and underlying data by signing an NDA, and the purpose of this declaration is to highlight the
likely impact of the utilities' proposed NDA on smaller developers such as SES.
The utilities' proposed NDA would be very burdensome for SES, adding new processes that we
would not otherwise pursue, adding unknowable and unlimited liability, and creating an
obligation to return data that we could not feasibly scrub from our records. Below, I step
through each of these major hurdles to continuation of our business.

Data Securitv Requirements
requirements of data recipients pursuant to the NDA are concerning, particularly in light
of the way in which projects are typically developed. Like most small developers, SES contracts
with other companies, particularly for engineeringo construction, and maintenance services,
adding a far greater level of complexity of these NDA terms than a one-stop-shop might
experience. As well, the NDA states that these requirements will be established "at a level and
degree deemed appropriate by the Disclosing Party",leaving open the possibility that one or
more of the requirements can be made completely unworkable by a utility. Stepping through the
five requirements, I foresee the following issues:

All five

a.

written policies regarding information security, disaster recovery, third-party
assurance auditing, and penetration testing
SES has never had more than a few employees in-house, making written policies for
information security and disaster recovery a quixotic pursuit, and therefore auditing and

penetration testing have not been considered. We have taken typical measures by small

businesses to assure that data cannot be accessed, primarily because we want to keep our
financial, contractual, and design information confidential. To be frank, it had not even
occurred to me that the location of a substation could be considered confidential; that's
available on Google Maps and no one is going to break into SES records to find that

information.

I expect that we could develop and adhere to written policies that would satisfy the
utilities, but I expect that it would take weeks of effort initially and probably $ 10,000 of
IT support in the first year. The actual time and cost would depend on what the utilities
require, but it is hard to imagine how this effort will improve security, and it is hard to
imagine how we can recover this cost. Perhaps most importantly, we would need to
assure that any of our contracting partners have adopted the same procedures, limiting
the pool of potential partners with whom we can work.

b. password protected workstations at Recipient's

premises, any premises where work
premises
performed,
of any person who has access to
and any
or services are being
such C onfi de nt i al Informat io n

At our own location, this requirement seems straightforward. Our laptops and phones
require passwords, and that is all that seems to be required. However, we would
presumably be liable for sharing files with utility locational data with our partners if an
employee at a partner company does not use a password on a cell phone.
c

encryption of the Confidential Information at rest and in motion

This is likely to be the most difficult requirement, though the cost and difficulty is not
entirely clear to me. We have every reason to protect our data (as noted - especially our
financial, contractual, and design data), but we do not encrypt our data. There are
programs to encrypt data, and contractors to help establish how to create, store, and
share encrypted data, and I am sure we could conform with this requirement. However,'
project design files are quite large, and my understanding is that encrypting and
unencrypting this data takes time and computing resources; we would encounter this cost
each time we share a revised design with a contractor. And, we would need to
coordinate encrypted data sharing with each of our contractors.
In addition, it is unclear whether local authorities having jurisdiction ("AHJs") would
have the ability to unencrypt data files, but this requirement would necessitate that we
send our drawings to the AHJ in enOrypted format. Likewise, we have always shared
our files with the utility in unencrypted format, and it is not clear whether the utilities
themselves are prepared to receive files, or whether everyone would need to conform to
the utilities' encryption technology.

I expect that I would spend a week or more learning how to encrypt data and
coordinating with our contractors, who would also spend time in the learning process,
and I expect that glitches in sharing of encrypting data would lead to frustrating
slowdowns that would waste more time. At least for my business, I would expect that

2

aside from the value of our time, the IT cost would probably be a few thousand dollars
initially, and a few thousand dollars per year, and that our contractors would bear the
same expense.

d.

measrffes to safeguard against the unauthorized access, destruction, use, alteration

or disclosure of any such Confidential Information including, but not limited to,
restriction of physical access to such data and information, implementation of logical
access controls, sanitizotion or destruction of media, including hsrd drives, ond
establishment of an information security program that at all times is in compliance with
any security requirements as agreed to between Recipient and Disclosing Party
This requirement seems the most open to an unreasonable utility standard, but also could
feasibly be straightforward. We have not established procedures to wipe a device clean
remotely, though such programs exist, and it is not clear what that would entail,
especially how quickly and under what circumstances data would have to be destroyed.
Again, assuring that all of our contractors have established the same standards adds
another layer of effort.

e.

measures to respond to an unauthorized, or suspected unauthorized, disclosure
of C o nfi de nt i al I nfor m at i on.

It is not clear what this requirement would entail. In accordance with the NDA, it seems
that we would need to inform the utility of any breach; it is not clear what more could be
expected in the event that a device is stolen or hacked. As an example, we would need
to contact the utility if a contractor lost a cellphone with emails that include project
design files that include circuit and substation data.
Even more fundamentally, Section 3 of the NDA states that, "Confidential Information shall not
be disclosed in any manner to any person except a Recipient's employees and administrative
personnel", which is completely impossible. My responses above assume that we could share
data with other businesses that have signed the NDA, but the provision just quoted would
prohibit such sharing. We do not have the ability to develop projects completely in-house, and
this provision would make our business model impossible.
Note that interconnection information, including utility locational data gets shared with AHJs for
project permitting, and it is unlikely that any AHJs will agree to the terms listed above.
However, the NDA would require that we only share files with confidential information with
those who likewise agree with the data protection requirements.

Liability
Section 4 of the NDA stipulates that, "Recipient shall be liable for any unauthorized disclosure",
without further discussion. As a practical matter, I cannot insure for this unknowable and
unlimited liability; it would simply be a business decision to accept the risk. The greatest risk
seems to be that a bad actor might cause property damage to a utility substation, which in turn

J

takes down service to a substantial number of customers, and it can be shown that the critical
information enabling the act was taken from my business. The cost of such an event could be in
the tens of millions, and well past my company's ability to pay. It is hard to imagine that
someone would look to my project design for substation location, and it would be easy to show
that the information was otherwise available, but it is still a concern that the liability exists and I
would need to pay counsel to defend me.

Once again, the necessary sharing of data amongst contracting companies makes this risk even
harder to ascertain. The unauthorized disclosure requirement would apply to data that I share
with another company, or an AHJ, which in turn loses control of the data.

Oblisation to Return Data
Section 6 of the NDA requires that my company would have to return or destroy all confidential
information provided by the utility at the utility's request. This requirement seems impossible;
locational data regarding circuits and substations are an integral part ofevery project design. In
the ten years of my company's existence there are literally thousands of emails with attached
documents that have this locational information. Those files and emails are saved on our
laptops, on laptops of our partner companieso on hard drives at AHJs, and backed-up on local
servers and the cloud by all of us. It does not seem possible to actually retrieve all of that
locational information upon utility request.
Presumably, none of the locational data provided in the past would have to be returned.
However, we would get some of the same data anew from a utility when developing a new
project (this time with the ICA information layer), and we would be obligated to keep track of
our files with this newly-provided data so that we would be able to return it if requested. And,
for all of the reasons that it would be impractical to return the data we already have, it seems that
it would be very costly and almost impossible to develop a system to track where all of the
locational data is and be prepared to scrub our files of that information if asked. As noted, a
further complication is that retrieving such information from AHJs seems unlikely. Most
oonew"
data for return, when
importantly, we would go through the expense of cordoning off the
the "old" datathat we need not return has most of the same locational information.

I expect that the effort to track all "new" files with locational data would be very costly. My
approach would be to work with an IT consultant that has worked with military contractors that
face similar requirements. Even for my small business, I expect that this expense could run into
the tens of thousands of dollars per year.

Conclusion
add weeks of effort and tens of thousands of dollars of expense to
my small business, along with unknowable liability, and a nearly impossible obligation to return
data if requested. In good faith, I would probably sign the NDA and accept the cost, though
unreasonable requirements could be enough to shut down my business entirely. I do not think

If required, the NDA would
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will do anything with respect to grid security, and I am hopeful that the
Commission will allow my business to have access to utility maps without an NDA.

that the NDA

I declare under penalty of perjury under the laws of the State of California that the
foregoing is true and correct.

Freeman S. Hall
President, Solar Electric Solutions,

Dated: January 9,2019
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